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Like most people, I have a list. The list is made up of life goals and dreams—
things I would like to accomplish at some point in my life. Some of the
items on the list are big, some small, some well-defined, stable, and concrete,
whereas others are more transient and ambiguous—like early morning fog
on the Lutsen Mountains, constantly changing and moving, sometimes even
disappearing altogether only to reappear at a later date and time. Obviously,
the list is not a stone tablet; it changes and updates as I move through life. A
few things, however, have never moved off the list; they stand as the Mount
Rushmore’s in my life. Hundreds of feet high, carved into solid granite. Never
changing. Always there. They gracefully weather the storms and vicissitudes of
life and simply wait to be crossed off. Some are nobler, some are egotistical,
and some are even whimsical. [ have had the good fortune in my life to be able
to cross off many of the items on my list. Even the big ones. This book repre-
sents the crossing off of one of my “Rushmore” items. A presidential face to be
sure (although I am not sure which face it actually represents!).

As with most things in life, this book, the end product that you see, is the cul-
mination of many people’s efforts and energies. So while I do get to cross this
off my list, and while my name appears on the cover, please do not take that
to mean that this book is my sole creation. Without the dedication, support,
help, and advice from everyone involved, there is no doubt you would not be
reading these words right now. Writing a proper “Acknowledgments” section
by truly listing everyone involved would fill many, many pages—below you
will find a simple attempt to say thanks. I apologize in advance if I forgot to
mention anyone.

MY WIFE

What can I say that would justify or somehow verbalize what you mean to me?
There is no doubt that this book is as much an effort on your part as mine. You
gave me the wings of encouragement to fly and the dedication of long lonely
days and nights while I worked on it. You never complained, never resisted,
and were never upset when I needed more from you. Every man should be so
lucky. I am who I am because of you. Thank you.
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Introduction

I suppose there are several questions that may be running through your head
as you contemplate reading this book: Who is the intended audience for this
book? How is this book different from book x’ (insert your favorite title here)?
Why should I buy it? Because these are all fair questions and I am asking you
to plunk down your hard-earned cash, it is important to provide some answers
to these questions.

For people who are interested in learning about hacking and penetration test-
ing, walking into a well-stocked bookstore can be as confusing as searching
for “hacking” books at amazon.com. Initially, there appears to be an almost
endless selection to choose from. Most large bookstores have several shelves
dedicated to computer security books. They include books on programming
security, web application security, rootkits and malware, penetration testing,
and, of course, hacking. However, even the hacking books seem to vary in con-
tent and subject matter. Some books focus on using tools but do not discuss
how these tools fit together. Other books focus on hacking a particular subject
but lack the broad picture.

This book is intended to address these issues. It is meant to be a single starting
point for anyone interested in the topics of hacking or penetration testing. The
book will certainly cover specific tools and topics but will also examine how
the tools fit together and how they rely on one another to be successful.

WHO IS THE INTENDED AUDIENCE FOR THIS BOOK?

This book is meant to be a very gentle yet thorough guide to the world of hack-
ing and penetration testing. It is specifically aimed at helping you master the
basic steps needed to complete a hack or penetration test without overwhelm-
ing you. By the time you finish this book, you will have a solid understanding
of the penetration testing process and you will be comfortable with the basic
tools needed to complete the job.

Specifically, this book is aimed at people who are new to the world of hack-
ing and penetration testing, for those with little or no previous experience, for
those who are frustrated by the inability to see the big picture (how the various
tools and phases fit together), or for those looking to expand their knowledge
of offensive security.

In short this book is written for anyone who is interested in computer secu-
rity, hacking, or penetration testing but has no prior experience and is not sure
where to begin. A colleague and I call this concept “zero entry hacking” (ZEH),



much like modern-day swimming pools. Zero entry pools gradually slope from
the dry end to the deep end, allowing swimmers to wade in without feeling
overwhelmed or without having a fear of drowning. The “zero entry” concept
allows everyone the ability to use the pool regardless of age or swimming abil-
ity. This book employs a similar technique. ZEH is designed to expose you to
the basic concepts without overwhelming you. Completion of ZEH will pre-
pare you for advanced courses and books.

HOW IS THIS BOOK DIFFERENT FROM BOOK ‘X’?

When not spending time with my family, there are two things I enjoy doing:
reading and hacking. Most of the time, I combine these hobbies by reading
about hacking. As a professor and a penetration tester, you can imagine that my
bookshelf is lined with many books on hacking, security, and penetration test-
ing. As with most things in life, the quality and value of every book is different.
Some books are excellent resources that have been used so many times that the
bindings are literally falling apart. Others are less helpful and remain in nearly
new condition. A book that does a good job of explaining the details without
losing the reader is worth its weight in gold. Unfortunately, most of my per-
sonal favorites, those that are worn and tattered, are either very lengthy (500+
pages) or very focused (an in-depth guide to a single topic). Neither of these is
a bad thing; in fact, quite the opposite, it is the level of detail and the clarity of
the authors’ explanation that make them so great. But at the same time, a very
large tome focused on a detailed subject of security can seem overwhelming to
newcomers.

Unfortunately, as a beginner trying to break into the security field and learn
the basics of hacking, tackling one of these books can be both daunting and
confusing. This book is different from other publications in two ways. First, it
is meant for beginners; recall the concept of “zero entry.” If you have never per-
formed any type of hacking or you have used a few tools but are not quite sure
what to do next (or how to interpret the results of the tool), this book is for
you. The goal is not to bury you with details but to present a broad overview of
the entire field.

Naturally, the book will still cover each of the major tools needed to complete
the steps in a penetration test, but it will not stop to examine all the in-depth
or additional functionality for each of these tools. This will be helpful from the
standpoint that it will focus on the basics, and in most cases allow us to avoid
confusion caused by advanced features or minor differences in tool versions.

For example, when we discuss port scanning, the chapter will discuss how to
run the basic scans with the very popular port scanner Nmap. Because the book
focuses on the basics, it becomes less important exactly which version of Nmap
the user is running. Running a SYN scan using Nmap is exactly the same regard-
less of whether you are conducting your scan with Nmap version 2 or version 5.
This technique will be employed as often as possible, doing so should allow the



reader to learn Nmap (or any tool) without having to worry about the changes
in functionality that often accompany advanced features in version changes.

The goal of this book is to provide general knowledge that will allow you to
tackle advanced topics and books. Remember, once you have a firm grasp of
the basics, you can always go back and learn the specific details and advanced
features of a tool. In addition, each chapter will end with a list of suggested
tools and topics that are outside the scope of this book but can be used for fur-
ther study and to advance your knowledge.

Beyond just being written for beginners, this book actually presents the infor-
mation in a very unique way. All the tools and techniques we use in this book
will be carried out in a specific order against a small number of related targets
(all target machines will belong to the same subnet, and the reader will be able
to easily recreate this “target” network to follow along). Readers will be shown
how to interpret tool output and how to utilize that output to continue the
attack from one chapter to the next.

The use of a sequential and singular rolling example throughout the book will
help readers see the big picture and better comprehend how the various tools
and phases fit together. This is different from many other books on the mar-
ket today, which often discuss various tools and attacks but fail to explain how
those tools can be effectively chained together. Presenting information in a
way that shows the user how to clearly move from one phase to another will
provide valuable experience and allow the reader to complete an entire pene-
tration test by simply following along with the examples in the book. This con-
cept should allow the reader to get a clear understanding of the fundamental
knowledge while learning how the various tools and phases connect.

WHY SHOULD | BUY THIS BOOK?

Even though the immediate answers to this question are highlighted in the
preceding sections, below you will find a condensed list of reasons:

®m  You want to learn more about hacking and penetration testing but you are
unsure of where to start.

®m  You have dabbled in hacking and penetration testing but you are not sure
how all the pieces fit together.

® You want to learn more about the tools and processes that are used by
hackers and penetration testers to gain access to networks and systems.

® You are looking for a good place to start building offensive security
knowledge.

= You enjoy a challenge.
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CHAPTER 1

What Is Penetration
Testing?

Information in This Chapter:

Introduction to Backtrack Linux: Tools. Lots of Tools
m  Working with Backtrack: Starting the Engine

m  The Use and Creation of a Hacking Lab

m  Phases of a Penetration Test

INTRODUCTION

Penetration testing can be defined as a legal and authorized attempt to locate
and successfully exploit computer systems for the purpose of making those sys-
tems more secure. The process includes probing for vulnerabilities as well as
providing proof of concept (POC) attacks to demonstrate the vulnerabilities
are real. Proper penetration testing always ends with specific recommendations
for addressing and fixing the issues that were discovered during the test. On
the whole, this process is used to help secure computers and networks against
future attacks.

Penetration testing is also known as

Pen Testing

PT

Hacking

Ethical Hacking
White Hat Hacking

It is important to spend a few moments discussing the difference between pen-
etration testing and vulnerability assessment. Many people (and vendors) in
the security community incorrectly use these terms interchangeably. A vulner-
ability assessment is the process of reviewing services and systems for poten-
tial security issues, whereas a penetration test actually performs exploitation
and POC attacks to prove that a security issue exists. Penetration tests go a step




beyond vulnerability assessments by simulating hacker activity and delivering
live payloads. In this book, we will cover the process of vulnerability assess-
ment as one of the steps utilized to complete a penetration test.

Setting the Stage

Understanding all the various players and positions in the world of hacking
and penetration testing is central to comprehending the big picture. Let us start
by painting the picture with broad brush strokes. Please understand that the
following is a gross oversimplification; however, it should help you see the dif-
ferences between the various groups of people involved.

It may help to consider the Star Wars universe where there are two sides of the
“force”: Jedis and Siths. Good vs. Evil. Both sides have access to an incredible
power. One side uses its power to protect and serve, whereas the other side uses
it for personal gain and exploitation.

Learning to hack is much like learning to use the force (or so I imagine!). The
more you learn, the more power you have. Eventually, you will have to decide
whether you will use your power for good or bad. There is a classic poster from
the Star Wars Episode I movie that depicts Anakin as a young boy. If you look
closely at Anakin’s shadow in the poster, you will see it is the outline of Darth
Vader. Try searching the Internet for “Anakin Darth Vader shadow” to see it.
Understanding why this poster has appeal is critical. As a boy, Anakin had no
aspirations of becoming Darth Vader, but it happened nonetheless.

It is probably safe to assume that very few people get into hacking to become
a super villain. The problem is that journey to the darkside is a slippery slope.
However, if you want to be great, have the respect of your peers, and be gain-
fully employed in the security workforce, you need to commit yourself to using
your powers to protect and serve. Having a felony on your record is a one-way
ticket to another profession. It is true that there is currently a shortage of quali-
fied security experts, but even so, not many employers today are willing to take
a chance, especially if those crimes involve computers.

In the pen testing world, it is not uncommon to hear the terms “white hat” and
“black hat” to describe the Jedis and Siths. Throughout this book, the terms
“white hat,” “ethical hacker,” or “penetration tester” will be used interchange-
ably to describe the Jedis. The Siths will be referred to as “black hats,” “crack-
ers,” or “malicious attackers.”

It is important to note that ethical hackers complete many of the same activi-
ties with many of the same tools as malicious attackers. In nearly every situ-
ation, an ethical hacker should strive to act and think like a real black hat
hacker. The closer the penetration test simulates a real-world attack, the more
value it provides to the customer paying for the PT.

Please note how the previous paragraph says “in nearly every situation.” Even
though white hats complete many of the same tasks with many of the same
tools, there is a world of difference between the two sides. At its core, these



differences can be boiled down to three key points: authorization, motivation,
and intent. It should be stressed that these points are not all inclusive, but they
can be useful in determining if an activity is ethical or not.

The first and simplest way to differentiate between white hats and black hats is
authorization. Authorization is the process of obtaining approval before con-
ducting any tests or attacks. Once authorization is obtained, both the penetra-
tion tester and the company being audited need to agree upon the scope of the
test. The scope includes specific information about the resources and systems
to be included in the test. The scope explicitly defines the authorized targets
for the penetration tester. It is important that both sides fully understand the
authorization and scope of the PT. White hats must always respect the autho-
rization and remain within the scope of the test. Black hats will have no such
constraints on the target list.

The second way to differentiate between an ethical hacker and a malicious
hacker is through examination of the attacker’'s motivation. If the attacker is
motivated or driven by personal gain, including profit through extortion or
other devious methods of collecting money from the victim, revenge, fame, or
the like, he or she should be considered a black hat. However, if the attacker
is preauthorized and his or her motivation is to help the organization and
improve their security, he or she can be considered a white hat.

Finally, if the intent is to provide the organization a realistic attack simula-
tion so that the company can improve its security through early discovery and
mitigation of vulnerabilities, the attacker should be considered a white hat.
It is also important to comprehend the critical nature of keeping PT findings
confidential. Ethical hackers will never share sensitive information discovered
during the process of a penetration testing with anyone other than the client.
However, if the intent is to leverage information for personal profit or gain, the
attacker should be considered a black hat.

INTRODUCTION TO BACKTRACK LINUX:
TOOLS. LOTS OF TOOLS

A few years back, the open discussion or teaching of hacking techniques was
considered a bit taboo. Fortunately, times have changed and people are begin-
ning to understand the value of offensive security. Offensive security is now
being embraced by organizations regardless of size or industries. Governments
are also getting serious about offensive security. Many governments have gone
on record stating they are actively building and developing offensive security
capabilities.

Ultimately, penetration testing should play an important role in the overall
security of your organization. Just as policies, risk assessments, business con-
tinuity planning, and disaster recovery have become integral components in
keeping your organization safe and secure, penetration testing needs to be
included in your overall security plan as well. Penetration testing allows you
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to view your organization through the eyes of the enemy. This process can lead
to many surprising discoveries and give you the time needed to patch your sys-
tems before a real attacker can strike.

One of the great things about learning how to hack today is the plethora and
availability of good tools to perform your craft. Not only are the tools read-
ily available, but many of them are stable with several years of development
behind them. Maybe even more important to many of you is the fact that most
of these tools are available free of charge. For the purpose of this book, every
tool covered will be free.

It is one thing to know a tool is free, it is another to find, compile, and install
each of the tools required to complete even a basic penetration test. Although
this process is quite simple on today’s modern Linux OS's, it can still be a bit
daunting for newcomers. Most people who start are usually more interested in
learning how to use the tools than they are in searching the vast corners of the
Internet locating and installing tools.

To be fair, you really should learn how to manually compile and install soft-
ware on a Linux machine; or at the very least, you should become familiar with
apt-get (or the like).

( )

MORE ADVANCED

APT, short for Advanced Package Tool, is a package management system. APT allows
you to quickly and easily install, update, and remove software from the command
line. Aside from its simplicity, one of the best things about APT is the fact that it
automatically resolves dependency issues for you. This means that if the package
you are installing requires additional software, APT will automatically locate and
install the additional software. This is a massive improvement over the old days of
“dependency hell.”

Installing software with APT is very straightforward. For example, let us assume you want
to install the classic network-mapping tool Cheops. Once you know the name of the
package you want to install, from the command line you can run apt-get install
followed by the name of the software you want to install. It is always a good idea to run
apt-get update before installing software. This will ensure that you are getting the
latest version available. To install Cheops, we would issue the following commands:

apt-get update
apt-get install cheops

Before the package is installed, you will be shown how much disk space will be used
and you will be asked if you want to continue. To install your new software, you can
type “Y” and hit the enter key.

If you prefer not to use the command line, there are several GUIs available for
interacting with APT. The most popular graphical front end is currently Aptitude.
Additional package managers are outside the scope of this book.




A basic understanding of Linux will be beneficial and will pay you mountains
of dividends in the long run. For the purpose of this book, there will be no
assumption that you have prior Linux experience, but do yourself a favor and
commit yourself to becoming a Linux guru someday. Take a class, read a book,
or just explore on your own. Trust me, you will thank me later. If you are inter-
ested in penetration testing or hacking, there is no way of getting around the
need to know Linux.

Fortunately, the security community is a very active and very giving group.
There are several organizations that have worked tirelessly to create various
security-specific Linux distributions. A distribution, or “distro” for short, is basi-
cally a flavor, type, or brand of Linux.

Among the most well known of these penetration testing distributions is one
called “Backtrack.” Backtrack Linux is your one-stop shop for learning hacking
and performing penetration testing. Backtrack Linux reminds me of that scene
in the first Matrix movie where Tank asks Neo “What do you need besides a
miracle?” Neo responds with “Guns. Lots of Guns.” At this point in the movie,
rows and rows of guns slide into view. Every gun imaginable is available for
Neo and Trinity: handguns, rifles, shotguns, semiautomatic, automatic, big and
small from pistols to explosives, an endless supply of different weapons from
which to choose. That is a similar experience most newcomers have when they
first boot up Backtrack. “Tools. Lots of Tools.”

Backtrack Linux is a hacker’s dream come true. The entire distribution is built
from the ground up for penetration testers. The distribution comes preloaded
with hundreds of security tools that are installed, configured, and ready to
be used. Best of all, Backtrack is free! You can get your copy at http://www.
Backtrack-linux.org/downloads/.

Navigating to the Backtrack link will allow you to choose from either an .iso or
a VMware image. If you choose to download the .iso, you will need to burn the
.iso to a DVD. If you are unsure of how to complete this process, please Google
“burning an iso.” Once you have completed the burning process, you will have
a bootable DVD. In most cases, starting Backtrack from a bootable DVD is as
simple as putting the DVD into the drive and restarting the machine. In some
instances, you may have to change the boot order in the BIOS so that the opti-
cal drive has the highest boot priority.

If you choose to download the VMware image, you will also need software
capable of opening and deploying or running the image. Luckily enough, there
are several good tools for accomplishing this task. Depending on your prefer-
ence, you can use VMware’s VMware Player, Sun Microsystem’s VirtualBox, or
Microsoft’s Virtual PC. In reality, if you do not like any of those options, there
are many other software options capable of running a VM image. You simply
need to choose one that you are comfortable with.

Each of the three virtualization options listed above are available free of charge
and will provide you with the ability to run VM images. You will need to
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Start BackTrack FrameBuffer (1824x768)
Start BackIrack FrameBuffer (868x6688)
Start BackTrack Forensics (no swap)

Start BackTrack in Safe Graphical Mode

Start Persistent Live CD

Start BackTrack in Text Mode

Start BackTrack Graphical Mode from RAM
Memory Test

Boot the First Hard Disk

FIGURE 1.1
A Screenshot Showing the Boot Options When Using the Live DVD.

decide which version is best for you. This book will rely heavily on the use of
a Backtrack VMware image and VMware Player. At the time of writing, VMware
Player was available at: http://www.vmware.com/products/player/. You will
need to register for an account to download the software, but the registration
process is simple and free.

If you are unsure of which option to choose, it is suggested that you go the
VMware route. Not only is this another good technology to learn, but using
VMs will allow you to set up an entire penetration testing lab on a single
machine. If that machine is a laptop, you essentially have a “travelling” PT lab
80 you can practice your skills anytime, anywhere.

If you choose to run Backtrack using the bootable DVD, shortly after the sys-
tem starts, you will be presented with a menu list. You will need to review the
list carefully, as it contains several different options. The first couple of options
are used to set some basic information about your system’s screen resolution.
If you are having trouble getting Backtrack to boot, be sure to choose the “Start
Backtrack in Safe Graphical Mode.” The menu contains several other options,
but these are outside the scope of this book. To select the desired boot option,
simply use the arrow keys to highlight the appropriate row and hit the enter
key to confirm your selection. Figure 1.1 shows an example of the Backtrack
boot screen.

The use of Backtrack is not required to work through this book or to learn the
basics of hacking. Any version of Linux will do fine. The major advantage of
using Backtrack is that all the tools are preloaded for you. If you choose to use
a different version of Linux, you will need to install the tools before reading
the chapter. It is also important to remember that because this book focuses on
the basics, it does not matter which version of Backtrack you are using. All the
tools we will explore and use in this book are available in every version.

WORKING WITH BACKTRACK: STARTING THE ENGINE

Regardless of whether you choose to run Backtrack as a VM or boot to a Live
DVD, once the initial system is loaded you will be presented with a log-in
prompt. The default username is root and the default password is toor.
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FIGURE 1.2
Two Ways to Launch the Konsole (Terminal).

Notice the default password is simply “root” spelled backward. This default
username and password combination has been in use since Backtrack 1, and
most likely it will remain in use for future versions. At this point, you should
be logged into the system and should be presented with “root@bt:~#"
prompt. Although it is possible to run many of the tools we will discuss in this
book directly from the terminal, it is often easier for newcomers to make use
of the X Window System. You can start the GUI by typing the following com-
mand after the “root@bt~#" prompt:

startx

After typing this command and hitting the Enter key, X will begin to load. This
environment should seem vaguely familiar to most computer users. Once it
has completely loaded, you will see a desktop, icons, a task bar, and a system
tray. Just like Microsoft Windows, you can interact with these items by moving
your mouse cursor and clicking on the desired object.

Most of the programs we will use in this book will be run out of the termi-
nal. You can start a terminal session by either clicking on the black box located
in the lower left in the taskbar, or by typing the following command into the
launcher as shown in Figure 1.2.

konsole

Unlike Microsoft Windows or many of the modern-day Linux OS’s, by default,
Backtrack does not come with networking enabled. This setup is by design.
As a penetration tester, we often try to maintain a stealthy or undetected pres-
ence. Nothing screams “LOOK AT ME!! LOOK AT ME!! I'M HERE!!!” like a
computer that starts up and instantly begins spewing network traffic by broad-
casting requests for a DHCP server and IP address. To avoid this issue, the net-
working interfaces of your Backtrack machine are turned down (off) by default.

The easiest way to enable networking is through the terminal. Open a terminal
window by clicking on the terminal icon as shown by the leftmost arrow in
Figure 1.2. Once the terminal opens, enter the following command:

ifconfig -a

This command will list all the available interfaces for your machine. At a
minimum, most machines will include an eth0 and a 7o interface. The “10”
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interface is your loopback interface. The “eth0” is your first ethernet card.
Depending on your hardware, you may have additional interfaces or differ-
ent interface numbers listed. If you are running Backtrack through a VM, your
main interface will usually be eth0.

To turn the network card on, you enter the following command into a terminal
window:

ifconfig eth0 up

Let us examine this command in more detail; “ifconfig” is a Linux command
that means “I want to configure a network interface.” As we already know,
“eth0” is the first network device on our system (remember computers often
start counting at 0 not 1), and the keyword “up” is used to activate the inter-
face. So we can roughly translate the command you entered as “I want to con-
figure the first interface to be turned on.”

Now that the interface is turned on, we need to get an IP address. There are
two basic ways to complete this task. Our first option is to assign the address
manually by appending the desired IP address to the end of the previous com-
mand. For example, if we wanted to assign our network card an IP address of
192.168.1.23, we would type:

ifconfig ethO up 192.168.1.23

At this point, the machine will have an IP address but will still need a gateway
and Domain Name System (DNS) server. A simple Google search for “setting
up nic linux” will show you how to enter that information. You can always
check to see if your commands worked by issuing the following command into
a terminal window:

ifconfig

Running this will allow you to see the current settings for your network inter-
faces. Because this is a beginner’s guide and for the sake of simplicity, we will
assume that stealth is not a concern at the moment. In that case, the easiest
way to get an address is to use DHCP. To assign an address through DHCP, you
simply issue the command:

dhclient ethO

Please note, this assumes you have already successfully run the command to
turn up your network interface (eth0 in this case).

Now that we have successfully assigned an IP address, the last thing to address
is how to turn off Backtrack. As with most things in Linux, there are multiple
ways to accomplish this task. One of the easiest ways is to enter the following
command into a terminal window:

poweroff

You can also substitute the poweroff command with the reboot command if
you would prefer to restart the system rather than shut it down.



Before proceeding, you should take several minutes to review and practice all
the steps highlighted thus far including

Power on/Start up Backtrack

Log in with the default user name and password

Start X (the windows GUI)

View all the network interfaces on your machine

Turn up (on) the desired network interface

Assign an IP address manually

View the manually assigned IP address

Assign an IP address through DHCP

View the dynamically assigned address

Reboot the machine using the command line interface
Poweroff the machine using the command line interface

THE USE AND CREATION OF A HACKING LAB

Every ethical hacker must have a place to practice and explore. Most newcomers
are confused about how they can learn to use hacking tools without breaking the
law or attacking unauthorized targets. This is most often accomplished through
the creation of a personal “hacking lab.” A hacking lab is a sandboxed environ-
ment where your traffic and attacks have no chance of escaping or reaching unau-
thorized and unintended targets. In this environment, you are free to explore
all the various tools and techniques without fear that some traffic or attack will
escape your network. At a minimum, the lab is set up to contain at least two
machines: one attacker and one victim. In other configurations, several victim
machines can be deployed simultaneously to simulate a more realistic network.

The proper use and setup of a hacking lab is vital because one of the most
effective means to learn something is by doing that thing. Learning and master-
ing the basics of penetration testing is no different.

The single most crucial point of any hacker lab is the isolation of the network.
You must configure your lab network in such a way that it is impossible for
traffic to escape or travel outside of the network. Mistakes happen and even
the most careful people can fat-finger or mistype an IP address. It is a simple
mistake to mistype a single digit in an IP address, but that mistake can have
drastic consequences for you and your future. It would be a shame (and more
importantly illegal) for you to run a series of scans and attacks against what
you thought was your hacker lab target with an IP address of 172.16.1.1 only to
find out later that you actually entered the IP address as 122.16.1.1.

The simplest and most effective way to create a sandboxed or isolated environ-
ment is to physically unplug or disconnect your network from the Internet. If
you are using physical machines, it is best to rely on hardwired Ethernet cables
and switches to route traffic. Also be sure to double- and triple-check that all of
your wireless NICs are turned off. Always carefully inspect and review your net-
work for potential leaks before continuing.
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Although the use of physical machines to create a hacking lab is an accept-
able solution, the use of virtual machines provides several key benefits. First,
given today’s processing power, it is easy to set up and create a mini hacking
lab on a single machine or laptop. In most cases, an average machine can run
two or three virtual machines simultaneously because our targets can be set
up using minimal resources. Even running on a laptop, it is possible to run
two virtual machines at the same time. The added benefit of using a laptop is
the fact that your lab is portable. With the cheap cost of external storage today,
it is easily possible to pack hundreds of virtual machines on a single external
hard drive; these can be easily transported and set up in a matter of minutes.
Anytime you are interested in practicing your skills or exploring a new tool,
simply open up Backtrack and deploy a VM as a target. Setting up a lab like this
gives you the ability to quickly plug-and-play with various operating systems
and configurations.

Another benefit of using virtual machines in your pen testing lab is the fact
that it is very simple to sandbox your entire system. Simply turn off the wire-
less card and unplug the cable from the Internet. Your physical machine and
virtual machines will still be able to communicate with each other and you can
be certain that no attack traffic will leave your physical machine.

In general, penetration testing is a destructive process. Many of the tools and
exploits we run can cause damage or take systems offline. In some cases, it is
easier to reinstall the OS or program rather than attempt to repair it. This is
another area where VMs shine. Rather than having to physically reinstall a pro-
gram like SQL server or even an entire operating system, the VM can be quickly
reset or restored to its original configuration.

PHASES OF A PENETRATION TEST

Like most things, the overall process of penetration testing can be broken
down into a series of steps or phases. When put together, these steps form a
comprehensive methodology for completing a penetration test. Careful review
of unclassified incident response reports or breech disclosures supports the
idea that most black hat hackers also follow a process when attacking a target.
The use of an organized approach is important because it not only keeps the
penetration tester focused and moving forward but also allows the results or
output from each step to be used in the ensuing steps.

The use of a methodology allows you to break down a complex process into a
series of smaller more manageable tasks. Understanding and following a meth-
odology is an important step in mastering the basics of hacking. Depending
on the literature or class you are taking, this methodology usually contains
between four and seven steps or phases. Although the overall names or num-
ber of steps can vary between methodologies, the important thing is that
the process provides a complete overview of the penetration testing process.



For example, some methodologies use the term “Information Gathering,”
whereas others call the same process “Reconnaissance.” For the purpose of this
book, we will focus on the activities of the phase rather than the name. After
you have mastered the basics, you can review the various penetration testing
methodologies and choose one that you like best.

To keep things simple, we will use a four-step process to explore and learn
penetration testing. If you search around and examine other methodologies
(which is important to do), you may find processes that include more or less
steps than we are using as well as different names for each of the phases. It
is important to understand that although the specific terminology may differ,
most solid penetration testing methodologies cover the same topics.

There is one exception to this rule: the final step in many hacking methodolo-
gies is a phase called “hiding,” “covering your tracks,” or “removing evidence.”
Because this book focuses on understanding the basics, it will not be included
in this methodology. Once you have a solid understanding of the basics, you
can go on to explore and learn more about this phase.

The remainder of this book will be dedicated to reviewing and teaching the fol-
lowing steps: Reconnaissance, Scanning, Exploitation, and Maintaining Access.
Sometimes, it helps to visualize these steps as an inverted triangle. Figure 1.3
demonstrates this approach. The reason we use an inverted triangle is because
the outcome of initial phases is very broad. As we move down into each phase,
we continue to drill down to very specific details.

The inverted triangle works well because it represents our journey from the
broad to the specific. For example, as we work through the reconnaissance
phase, it is important to cast our nets as wide as possible. Every detail and every
piece of information about our target is collected and stored. The penetration
testing world is full of many great examples when a seemingly trivial piece of

Reconnaissance

Scanning
Port Scanning
Vulnerability Scanning

Exploitation

Maintaining Access

FIGURE 1.3
Zero Entry Hacking Penetration (ZEH) Testing Methodology.
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information was collected in the initial phase and later turned out to be a cru-
cial component for successfully completing an exploit and gaining access to
the system. In later phases, we begin to drill down and focus on more specific
details of the target. Where is the target located? What is the IP address? What
operating system is the target running? What services and versions of software
are running on the system? As you can see, each of these questions becomes
increasingly more detailed and granular.

It is also important to understand the order of each step. The order in which
we conduct the steps is very important because the result or output of one step
needs to be used in the step below it. You need to understand more than just
how to simply run the security tools in this book. Understanding the proper
sequence in which they are run is vital to performing a comprehensive and
realistic penetration test.

For example, many newcomers skip the Reconnaissance phase and go straight
to exploiting their target. Not completing steps 1 and 2 will leave you with a
significantly smaller target list and attack vector on each target. In other words,
you become a one-trick-pony. Although knowing how to use a single tool
might be impressive to your friends and family, it is not to the security commu-
nity and professionals who take their job seriously.

It may also be helpful for newcomers to think of the steps we will cover as a
circle. It is very rare to find critical systems exposed directly to the Internet in
today’s world. In many cases, penetration testers must access and penetrate a
series of related targets before they have a path to reach the original target. In
these cases, each of the steps is often repeated. Figure 1.4 introduces the meth-
odology as a cyclical process.

Reconnaissance

Maintaining Scanning

Access

Exploitation

FIGURE 1.4
Cyclical Representation of the ZEH Methodology.



Zero Entry Hacking: A Four-Step Model

Let us briefly review each of the four steps that will be covered so you have a
solid understanding of them. The first step in any penetration test is “recon-
naissance.” This phase deals with information gathering about the target. As
was mentioned previously, the more information you collect on your target,
the more likely you are to succeed in later steps. Reconnaissance will be dis-
cussed in detail in Chapter 2.

Regardless of the information you had to begin with, after completing in-
depth reconnaissance you should have a list of target IP addresses that can be
scanned. The second step in our methodology can be broken out into two dis-
tinct activities. The first activity we conduct is port scanning. Once we have fin-
ished with port scanning, we will have a list of open ports and potential service
running on each of the targets. The second activity in the scanning phase is vul-
nerability scanning. Vulnerability scanning is the process of locating and iden-
tifying specific weaknesses in the software and services of our targets.

With the results from step 2 in hand, we continue to the “exploitation” phase.
Once we know exactly what ports are open, what services are running on those
ports, and what vulnerabilities are associated with those services, we can begin
to attack our target. This is the phase that most newcomers associate with
“real” hacking. Exploitation can involve lots of different techniques, tools, and
code. We will review a few of the most common tools in Chapter 4. The ulti-
mate goal of exploitation is to have administrative access (complete control)
over the target machine.

The final phase we will examine is “maintaining access.” Oftentimes, the
payloads delivered in the exploitation phase provide us with only tempo-
rary access to the system. Because most payloads are not persistent, we need
to create a more permanent backdoor to the system. This process allows our
administrative access to survive program closures and even reboots. As an ethi-
cal hacker, we must be very careful about the use and implementation of this
phase. We will discuss how to complete this step as well as the ethical implica-
tions of using backdoor or remote control software.

Although not included as a formal step in the penetration testing methodol-
ogy, the final (and arguably the most important) activity of every PT is the
report. Regardless of the amount of time and planning you put into conduct-
ing the penetration test, the client will often judge your work and effectiveness
on the basis of the quality of your report. The final PT report should include all
the relevant information uncovered in your test and explain in detail how the
test was conducted and what was done during the test. Whenever possible, mit-
igations and solutions should be presented for the security issues you uncov-
ered. Finally, an executive summary should be included in every PT report. The
purpose of this summary is to provide a simple one- to two-page, nontechni-
cal overview of your findings. This report should highlight and briefly sum-
marize the most critical issues your test uncovered. It is vital that this report
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be readable (and comprehendible) by both technical and nontechnical person-
nel. It is important not to fill the executive summary with too many technical
details; that is the purpose of the detailed report.

CHAPTER REVIEW

This chapter introduced the concept of penetration testing and hacking as a
means of securing systems. It also discussed the various roles and charac-
ters that take part in the hacking scene. The chapter examined the basics of
Backtrack Linux including how to boot up, login, start X, get an IP address,
and shutdown. We talked about how to set up your own isolated PT lab so you
have a place to practice without fear of breaking the law and we wrapped up by
reviewing the steps of a penetration test.

It should be noted that there are several alternatives to Backtrack. At some
point, you may want to review and explore these other distributions. Matriux
is similar to Backtrack but also includes a Windows binary directory that can be
used and accessed directly from a Windows machine. Fedora Security Spin is a
collection of security-related tools built off of the Fedora distribution. KATANA
is a multi-boot DVD that gathers a number of different tools and distributions
into a single location. Finally, you may want to explore the classic STD distri-
bution as well as Pentoo and Blackbuntu. There are many other Linux pen-
etration testing distributions—a simple Google search for “Linux Penetration
Testing Distributions” will provide you with a plethora of options. You could
also spend some time building and customizing your own Linux distribution
by collecting and installing tools as your hacking career progresses.

SUMMARY

This chapter introduced the concept of penetration testing and ethical hack-
ing. A special “basics only,” four-step methodology including Reconnaissance,
Scanning, Exploitation, and Maintaining Access was presented and explained.
Information for setting up and using Backtrack Linux including configuring
a network connection and issuing commands in a terminal window was pre-
sented. The use and creation of a penetration testing lab was outlined. This will
allow you to practice your skills in a safe and sandboxed environment. It will
also allow for completing and following along with the examples detailed in this
book.
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INTRODUCTION

In most cases people who attend hacking workshops or classes have a basic
understanding of a few security tools. Typically, these students have used a
port scanner to examine a system or maybe they have used Wireshark to exam-
ine network traffic. Some have even played around with exploit tools like
Metasploit. Unfortunately, most beginners do not understand how these tools
fit into the grand scheme of a penetration test. As a result, their knowledge is
incomplete. Following a methodology ensures that you have a plan and know
what to do next.

To stress the importance of using and following a methodology, it is often ben-
eficial to describe a scenario that helps demonstrate both the importance of
this step and the value of following a complete methodology when conducting
a penetration test.

Assume you are an ethical penetration tester working for a security
company. Your boss walks over to your office and hands you a piece of
paper. “I just got off the phone with the CEO of that company. He wants
my best employee to Pen Test his company — that’s you. Our Legal
Department will be sending you an email confirming we have all of the
proper authorizations and insurance”. You nod, accepting the job. He
leaves. You flip over the paper, a single word is written on the paper,
“Syngress.” It's a company you’'ve never heard of before, and no other
information is written on the paper.

What now?

The first step in every job is research. The more thoroughly you prepare for a
task, the more likely you are to succeed. The guys who created Backtrack Linux
are fond of quoting Abraham Lincoln who said, “If I had six hours to chop
down a tree, I'd spend the first four of them sharpening my axe.” This is a per-
fect introduction to both penetration testing and the reconnaissance phase.

Reconnaissance, also known as information gathering, is arguably the most
important of the four phases we will discuss. The more time you spend col-
lecting information on your target, the more likely you are to be successful in
the later phases. Ironically, recon is also one of the most overlooked, underuti-
lized, and misunderstood steps in PT methodologies today.

It is possible that this phase is overlooked because newcomers are never for-
mally introduced to the concept, its rewards, or how the results of good infor-
mation gathering can be vital in later steps. It is also possible that this phase is
overlooked because it is the least “technical.” Oftentimes, people who are new
to hacking tend to view this phase as boring and unchallenging. Nothing could
be further from the truth.

Although it is true that there are very few good, automated tools that can be
used to complete recon, once you understand the basics it is like an entirely
new way of looking at the world. A good information gatherer is made up of
equal parts: hacker, social engineer, and private investigator. Aside from the lack



of tools, the absence of well-defined rules of engagement also distinguishes this
phase from all others. This is in stark contrast to the remaining steps in our
methodology. For example, when we discuss scanning in Chapter 3, there is a
specific order and a clear series of steps that need to be followed in order to
properly port scan a target.

Learning how to conduct digital reconnaissance is a valuable skill for anyone
living in today’s world. For penetration testers and hackers, it is invaluable.
The penetration testing world is filled with great examples and stories of how
good recon single-handedly allowed the tester to fully compromise a network
or system.

Consider the following example: assume we have two different criminals who
are planning to rob a bank. The first criminal buys a gun and runs into the
first bank he finds yelling “HANDS UP! GIVE ME ALL YOUR MONEY!” It is
not hard to imagine that the scene would be complete chaos and even if the
bungling burglar managed to get away, it probably would not take long for the
police to find him, arrest him, and send him to prison. Contrast this to nearly
every Hollywood movie in existence today where criminals spend months
planning, scheming, organizing, and reviewing details before the heist. They
spend time getting weapons anonymously, planning escape routes, and review-
ing schematics of the building. They visit the bank to determine the position of
the security cameras, make note of the guards, and determine when the bank
has the most money or is the most vulnerable. Clearly, the second criminal has
the better chance of getting away with the money.

It should be obvious that the difference between these two examples is prepa-
ration and homework. Hacking and penetration testing is the same—you can-
not just get an IP address and start running Metasploit (well you can, but you
are probably not going to be very effective).

Recall the example used to begin this chapter. You had been assigned to
complete a penetration test but were given very little information to go on.
As a matter of fact, you were given only the company name, one word. The
million-dollar question for every aspiring hacker is, “How do I go from a single
company name to owning the systems inside the network?” When we begin,
we know virtually nothing about the organization; we do not know their web-
site, physical address, or number of employees. We do not know their public
IP addresses or internal IP schemes; we know nothing about the technology
deployed, operating systems used, or defenses.

Step 1 begins by conducting a thorough search of public information. The great
thing about this phase is that in most cases, we can gather a significant amount
of data without ever sending a single packet to the target. Although it should
be pointed out that some tools or techniques used in reconnaissance do in fact
send information directly to the target, it is important to know the difference
between which tools do and which tools do not touch the target. There are two
main goals in this phase: first, we need to gather as much information as pos-
sible about the target; second, we need to sort through all the information gath-
ered and create a list of attackable IP addresses.
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In Chapter 1, it was pointed out that a major difference between black hat and
white hat attackers is authorization. Step 1 provides us with a prime example of
this. Both types of hackers conduct exhaustive reconnaissance on their targets.
Unfortunately, malicious hackers are bound by neither scope nor authorization.

When ethical hackers conduct research, they are required to stay within
the confines of the test. During the information gathering process, it is not
unheard-of for a hacker to uncover a vulnerable system that is related to the tar-
get but not owned by the target. Even if the related target could provide access
into the original organization, without prior authorization, a white hat hacker
is not allowed to use or explore this option. For example, let us assume that
you are doing a penetration test against a company and you determine that
their web server (which contains customer records) is outsourced or managed
by a third party. If you find a serious vulnerability on the customer’s website,
but you have not been explicitly authorized to test and use the website, you
must ignore it. The black hat attackers are bound by no such rules and will use
any means possible to access the target systems. In most cases, because you
were not authorized to test and examine these outside systems, you will not be
able to provide a lot of detail; however, your final report must include as much
information as possible about any systems that you believe put the organiza-
tion at risk.

To be successful at reconnaissance, you must have a strategy. Nearly all facets
of information gathering leverage the power of the Internet. A typical strategy
needs to include both active and passive reconnaissance.

Active reconnaissance includes interacting directly with the target. It is important
to note that during this process, the target may record our IP address and log
our activity.

Passive reconnaissance makes use of the vast amount of information available
on the web. When we are conducting passive reconnaissance, we are not inter-
acting directly with the target and as such, the target has no way of knowing,
recording, or logging our activity.

As mentioned, the goal of reconnaissance is to collect as much information as
possible on your target. At this point in the penetration test, no detail should
be overlooked regardless of how innocuous it may seem. While you are gath-
ering information, it is important to keep your data in a central location.
Whenever possible, it is helpful to keep the information in electronic format.
This allows for quick and accurate searches later on. Every hacker is a bit dif-
ferent and there are still several hackers who prefer to print out all the infor-
mation they gather. Each piece of paper is carefully cataloged and stored in a
folder. If you are going to use the traditional paper method, be sure to carefully
organize your records. Paper-based information gathering binders on a single
target can quickly grow to several hundred pages.

In most cases, the first activity is to locate the target’'s website. In our example,
we would use a search engine to look for “Syngress.”



HTTrack: WEBSITE COPIER

Typically, we begin step 1 by closely reviewing the target’'s website. In some
cases, we may actually use a tool called HTTrack to make a page-by-page copy
of the website. HTTrack is a free utility that creates an identical, off-line copy
of the target website. The copied website will include all the pages, links, pic-
tures, and code from the original website; however, it will reside on your local

( )

ADDITIONAL RESOURCES

It is important to understand that the more time you spend navigating and exploring
the target website, the more likely it is that your activity can be tracked or traced
(even if you are simply browsing the site). Remember anytime you interact directly
with a resource owned by the target, there is a chance you will leave a digijtal
fingerprint behind.

Advanced penetration testers can also run automated tools to extract additional or
hidden information from a local copy of a website.

HTTrack can be downloaded directly from the company’s website at: http://www.
httrack.com/. Installing for Windows is as simple as downloading the installer .exe
and clicking next. If you want to install HTTrack in Backtrack, you can connect to the
Internet as we described in Chapter 1, open a terminal, and type:

apt-get install webhttrack

Once the program is installed in, you can find it by clicking: Kstart — Internet —
WebHTTrack Website Copier, as shown in Figure 2.1.

The “Kstart” is the small dragon icon in the lower left of the screen. This provides you
access to many of the tools included with Backtrack. The Kstart button is similar to
the Windows or Start button found in many Microsoft operating systems.

All Applications
<« Backtrack L3
B8 Browse Mirrored Websites

<« Services ¥ ./ Kopete - Instant Messenger
& Wine » -J Liferea Feed Reader
¥ Graphics » £
<0 Multimedia (B8l WebHTTrack Website Copier >
= System > i
o Utilities ¥ @ ettercap - Ettercap
= KSnapshot 1 gFTP

Actions ¥ tpcat
= Settings * [ wireshark - k Analy
= System Menu » . Sunjava 6 Web Start
. Run C¢ d. # Konqueror - Web Browser
(=) Lock Session B Lynx Web Browser
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FIGURE 2.1
Accessing the Newly Installed HTTrack.
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computer. Utilizing a website copying tool like HTTrack allows us to explore
and thoroughly mine the website “off-line” without having to spend additional
time traipsing around on the company’s web server.

After we have installed the program, we need to run it against our target. Please
be aware that this activity is easy to trace and considered highly offensive. Never
run this tool without prior authorization. Once HTTrack is started, we are pre-
sented with a number of web pages that allow us to set up and customize the
copy process. Each page allows us to change various aspects of the program
including language (English is default), project name, the location where we
will store the copied website, and the web address of the site you would like
to copy. You can work your way through each of these pages by making the
desired changes to each option and clicking the “Next” button. The final page
will include a “Start” button, click this when you are ready to begin making a
copy of your target’s website. The amount of time it takes for this process to
complete will depend on the size of your target’s website. Once HTTrack has
finished copying the target website, it will present you with a webpage allow-
ing you to “Browse the Mirrored Website” in a browser or navigate to the path
where the site was stored.

Whether you make a copy of the target website or you simply browse the tar-
get in real time, it is important to pay attention to details. You should begin
by closely reviewing and recording all the information you find on the target’s
website. Oftentimes, with very little digging you will be able to make some sig-
nificant findings including physical address and locations, phone numbers,
e-mail addresses, hours of operation, business relationships (partnerships),
employee names, social media connections, and other public tidbits.

Oftentimes when conducting a penetration test, it is important to pay spe-
cial attention to things like “News” or “Announcements.” Companies are
often proud of their achievements and unintentionally leak useful informa-
tion through these stories. Company mergers and acquisitions can also yield
valuable data; this is especially important for expanding the scope and adding
additional targets to our penetration test. Even the smoothest of acquisitions
creates change and disarray in an organization. There is always a transition
period when companies merge. This transition period provides us with unique
opportunities to take advantage of the change and confusion. Even if merger
is old news or goes off without a hitch, the information still provides value by
giving us additional targets. Merged or sibling companies should be authorized
and included in the original target list, as they provide a potential gateway into
the organization.

Finally, it is important to search and review any open job postings for the tar-
get company. Job postings often reveal very detailed information about the
technology being used by an organization. Many times you will find specific
hardware and software listed on the job opening. Do not forget to search for
your target in the nationwide job banks as well. For example, assume you
come across a job requisition looking for a Network Administrator with Cisco



ASA experience. From this post, you can draw some immediate conclusions
and make some educated guesses. First, you can be certain that the company
either uses, or is about to use, a Cisco ASA firewall. Second, depending on the
size of the organization, you may be able to infer that the company does not
have, or is about to lose, someone with knowledge of how to properly use and
configure a Cisco ASA firewall. In either case, you have gained valuable knowl-
edge about the technology in place.

In most cases, once we have thoroughly examined the target’s website, we
should have a solid understanding of the target including who they are, what
they do, and where they are located.

Armed with this basic information about the target, we move into passive
reconnaissance. It is very difficult, if not impossible, for a company to deter-
mine when a hacker or penetration tester is conducting passive reconnaissance.
This activity offers a low-risk, high-reward situation for attackers. Recall that
passive reconnaissance is conducted without ever sending a single packet to
the target systems. Our weapon of choice to perform this task is the Internet.
We begin by performing exhaustive searches of our target in the various search
engines available.

Although there are many great search engines available today, when covering
the basics of hacking and penetration testing, we will focus on Google. Google
is very, very good at its job. There is a reason why the company’s stock trades
for $400—$600 a share. Spiders from the company aggressively and repeatedly
scour all corners of the Internet cataloging information and send it back to the
Google. The company is so efficient at its job, that oftentimes hackers can per-
form an entire penetration test using nothing but Google.

At Defcon 13 Johnny Long rocked the hacker community by giving a talk titled
“Google Hacking for Penetration Testers.” This talk was followed up by a book
that dove even deeper into the art of Google Hacking.

Although we would not dive into the specifics of Google Hacking, a solid
understanding of how to properly use Google is vital to becoming a skilled
penetration tester. If you ask people, “How do you use Google?” they typically
respond by saying, “Well it's simple...You fire up a web browser, navigate to
Google, and type what you're searching for in the box.”

( )

ADDITIONAL RESOURCES

If you are interested in penetration testing, it is highly suggested that you watch the
video and buy the book. You can see the video for free online (check the Defcon
media archive), and the book is published by Syngress and available nearly anywhere.
Johnny’s discoveries have changed penetration testing and security forever. Johnny’s
material is awesome and well worth your time.
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Although this answer is fine for 99 percent of the planet, it is not good enough
for aspiring hackers. You have to learn to search in a smarter way and maxi-
mize the return results. In short, you must cultivate your Google-Fu. Learning
how to properly use a search engine like Google will save you time and allow
you to find the hidden gems that are buried in the trillions of web pages on the
Internet today.

GOOGLE DIRECTIVES—PRACTICING YOUR
GOOGLE-FU

Luckily for us, Google provides “directives” that are easy to use and help us get
the most out of every search. These directives are keywords that enable us to
more accurately extract information from the Google Index.

Consider the following example: assume you are looking for information on
the Dakota State University website (dsu.edu) about me. The simplest way to
perform this search is to enter the following terms (without the quotes) in a
Google search box: “pat engebretson dsu.” This search will yield a fair number
of hits. However of the first 50 websites returned, only four were pulled directly
from the DSU website.

By utilizing Google directives, we can force the Google Index to do our bid-
ding. In the example above we know both the target website and the keywords
we want to search. More specifically, we are interested in forcing Google to
return only results that are pulled directly from the target (dsu.edu) domain. In
this case, our best choice is to utilize the “site:” directive. Using the “site:” direc-
tive forces Google to return only hits that contain the keywords we used and
come directly from the specified website.

To properly use a Google directive, you need three things:

1. The name of the directive you want to use
2. A colon
3. The term you want to use in the directive

After you have entered the three pieces of information above, you can search
as you normally would. To utilize the “site:” directive, we need to enter the fol-
lowing into a Google search box:

site:domain term(s) to search
Note that there is no space between the directive, colon, and domain. In our
earlier example we wanted to conduct a search for Pat Engebretson on the DSU

website. To accomplish this, we would enter the following command into the
Google search bar:

site:dsu.edu pat engebretson

Running this search provides us with drastically different results than our ini-
tial attempt. First, we have trimmed the overall number of hits from 600+



ALERT!

It is worth noting that all searches in Google are case insensitive so “pat,” “Pat,” and
“PAT” will all return the same results!

to about 50. There is little doubt that a person can sort through and gather
information from 50 hits much quicker than 600. Second and possibly more
importantly, every single returned result comes directly from the target website.
Utilizing the “site:” directive is a great way to search a specific target and look
for additional information. This directive allows you to avoid search overload
and to focus your search.

Another good Google directive to use is “intitle:” or “allintitle:”. Adding either
of these to your search causes only websites that have your search words in the
title of the webpage to be returned. The difference between “intitle:” and “allin-
title:” is straightforward. “allintitle:” will only return websites that contain all
the keywords in the web page title. The “intitle:” directive will return any page
whose title contains at least one of the keywords you entered.

A classic example of putting the “allintitle:” Google hack to work is to perform
the following search:

allintitle:index of

Performing this search will allow us to view a list of any directories that have
been indexed and are available via the web server. This is often a great place to
gather reconnaissance on your target.

If we want to search for sites that contain specific words in the URL, we can
use the “inurl:” directive. For example, we can issue the following command to
locate potentially interesting pages on our target's web page:

inurl:admin

This search can be extremely useful in revealing administrative or configuration
pages on your target’s website.

It can also be very valuable to search the Google cache rather than the target’s
website. This process not only reduces your digital footprints on the target’s
server, making it harder to catch you, it also provides a hacker with the occa-
sional opportunity to view web pages and files that have been removed from
the original website. The Google cache contains a stripped-down copy of each
website that the Google bots have spidered. It is important to understand that
the cache contains both the code used to build the site and many of the files
that were discovered during the spidering process. These files can be PDFs, MS
Office documents like Word and Excel, text files, and more.

It is not uncommon today for information to be placed on the Internet
by mistake. Consider the following example. Suppose you are a network
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administrator for a company. You use MS Excel to create a simple workbook
containing all the IP addresses, computer names, and locations of the PCs in
your network. Rather than carrying this Excel spreadsheet around, you decide
to publish it to the intranet where it will be accessible only by people within
your organization. However, rather than publishing this document to the
intranet website, you mistakenly publish it to the company Internet website.
If the Google bots spider your site before you take this file down, it is possible
the document will live on in the Google cache even after you have removed it
from your site. As a result, it is important to search the Google cache too.

We can use the cache: directive to limit our search results and show only infor-
mation pulled directly from the Google cache. The following search will pro-
vide us with the cached version of the Syngress homepage:

cache:syngress.com

It is important that you understand that clicking on any of the URLs will bring
you to the live website, not the cached version. If you want to view specific
cached pages, you will need to modify your search.

The last directive we will cover here is “filetype:”. We can utilize “filetype:” to
search for specific file extensions. This is extremely useful for finding specific
types of files on your target’s website. For example, to return only hits that con-
tain PDF documents, you would issue the following command:

filetype:pdf

This powerful directive is a great way to find links to specific files like .doc, xIsx,
ppt, txt, and many more. Your options are nearly limitless.

For additional power, we can combine multiple directives into the same search.
For example, if we want to find all the PowerPoint presentations on the DSU
website, you would enter the following command into the search box:

site:dsu.edu filetype:ppt

In this case, every result that is returned is a PPT file and comes directly from
the dsu.edu domain! Figure 2.2 shows a screenshot of two searches: the first

Web Images Videos Maps MNews Shopping Gmail more v

’,Ay;E
GOOS ;v site:dsu edu filetype:ppt

L About 136 results ¥0.20 seconds)

Web Images Videos Maps News Shopping Gmail more v
e
Goog e [muwm
e iSu.eau
' 008 o pp

About 33,500 resutts 1.30 seconds)

FIGURE 2.2
The Power of Google Directives.



utilizes Google directives and the second shows the results from a traditional
search. Utilizing Google directives has drastically reduced the number of hits
(by 33,364!).

There are many other types of directives and Google hacks that you should
become familiar with. Along with Google, it is important that you become
efficient with several other search engines as well. Oftentimes, different search
engines will provide different results, even when you search for the same key-
words. As a penetration tester conducting reconnaissance, you want to be as
thorough as possible.

As a final warning, it should be pointed out that these passive searches are only
passive as long as you are searching. Once you make a connection with the
target system (by clicking on any of the links), you are back to active mode. Be
aware that active reconnaissance without prior authorization is likely an illegal
activity.

Once you have thoroughly reviewed the target’s web page and conducted
exhaustive searches utilizing Google and other search engines, it is important to
explore other corners of the Internet. Newsgroups and Bulletin Board Systems
like UseNet and Google Groups can be very useful for gathering information
about a target. It is not uncommon for people to use these discussion boards
to post and receive help with technical issues. Unfortunately (or fortunately,
depending on which side of the coin you are looking at), employees often
post very detailed questions including sensitive and confidential information.
For example, consider a network administrator who is having trouble getting
his firewall properly configured. It is not uncommon to witness discussions
on public forums where these admins will post entire sections of their config
files. To make matters worse, many people post using their company e-mail
addresses. This information is a virtual gold mine for an attacker.

Even if our network admin is smart enough not to post detailed configuration
files, it is hard to get support from the community without inadvertently leak-
ing some information. Reading even carefully scrubbed posts will often reveal
specific software version, hardware models, current configuration information,
and the like about internal systems. All this information should be filed away
for future use.

Public forums are an excellent way to share information and receive technical
help. However, when using these resources, be careful to use a slightly more
anonymous e-mail address like Gmail or Hotmail, rather than your corporate
address.

The explosive growth in social media like Facebook, MySpace, and Twitter pro-
vides us with new avenues to mine data about our targets. When performing
reconnaissance, it is a good idea to use these sites to our advantage. Consider
the following fictitious example: You are conducting a penetration test against
a small company. Your reconnaissance has led you to discover that the network
administrator for the company has a Twitter and Facebook account. Utilizing a
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little social engineering you befriend the unsuspecting admin and follow him
on both Facebook and Twitter. After a few weeks of boring posts, you strike the
jackpot. He makes a post on Facebook that says “Great. Firewalled died with-
out warning today. New one being sent over-night. Looks like I'll be pulling an
all-nighter tomorrow to get things back to normal.”

Another example would be a PC tech who posts, “Problem with latest
Microsoft patch, had to uninstall. Will call MS in the morning.”

Or even the following, “Just finished the annual budget process. Looks like I'm
stuck with that Server 2000 for another year.”

Although these examples may seem a bit over the top, you will be surprised
at the amount of information you can collect by simply monitoring what
employees post online.

THE HARVESTER: DISCOVERING AND
LEVERAGING E-MAIL ADDRESSES

An excellent tool to use in reconnaissance is The Harvester. The Harvester is
a simple but highly effective Python script written by Christian Martorella at
Edge Security. This tool allows us to quickly and accurately catalog both e-mail
addresses and subdomains that are directly related to our target.

It is important to always use the latest version of the Harvester as many search
engines regularly update and change their systems. Even subtle changes to a
search engine’s behavior can render automated tools ineffective. In some cases,
search engines will actually filter the results before returning information to
you. Many search engines also employ throttling techniques that will attempt
to prevent you from running automated searches.

The Harvester can be used to search Google, Bing, and PGP servers for e-mails,
hosts, and subdomains. It can also search LinkedIn for user names. Most peo-
ple assume their e-mail address is benign. We have already discussed the dan-
gers of posting to public forums using your corporate e-mail address; however,
there are additional hazards you should be aware of. Let us assume during your
reconnaissance you discover the e-mail address of an employee from your tar-
get organization. By twisting and manipulating the information before the “@"
symbol, we should be able to create a series of potential network usernames.
It is not uncommon for organizations to use the exact same user names and
e-mail addresses (before the “@” symbol). With a handful of prospective user-
names, we can attempt to brute force our way into any services, like SSH, VPN,
or FIP, that we (will) discover during the next step 2 (scanning).

The Harvester is built into Backtrack. To access the Harvester, use the following
steps:

1. Click on the KStart dragon, located in the lower left corner of your screen.
2. Highlight “Backtrack” at the top of the menu.
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If you are using an operating system other than Backtrack, you can download the tool
directly from Edge Security at: http://www.edge-security.com. Once you have got it
downloaded, you can unpack the downloaded tar file by running the following command
in a terminal:

tar xf theHarvester

Please note the capital “H” that is used when untarring the code. Linux is case
sensitive, so the operating system sees a difference between “theHarvester” and
“theharvester.” You will need to pay attention to the executable to determine if you
should use a capital or lowercase “h.” If the cases do not match exactly, you will
typically get a message saying “no such file or directory.” This is a good indication that
you have mistyped the name of the file.

N J

3. Highlight “Information Gathering.”
4. Highlight “All.”
5. Select “TheHarvester” (note, tools are listed in alphabetical order).

You can also open a terminal window and navigate to the Harvester directory
by issuing the following command:

cd /pentest/enumeration/google/theharvester

Regardless of whether you have downloaded the Harvester or used the ver-
sion installed in Backtrack, we will use it to collect additional information
about our target. Be sure you are in theHarvester folder and run the following
command:

./theHarvester.py -d syngress.com -1 10 -b google

This command will search for e-mails, subdomains, and hosts that belong to
syngress.com. Figure 2.3 shows our results.

Before discussing the results of our tool, let us examine the command a little
closer. “./theHarvester.py” is used to invoke the tool. A lowercase “-d” is
used to specify the target domain. A lowercase “-1” (that is an L not a 1) is
used to limit the number of results returned to us. In this case, the tool was
instructed to return only 10 results. The “-b” is used to specify what public
repository we want to search. We can choose among Google, Bing, PGP, or
LinkedIn—for this example, we chose to search using Google.

Now that you fully understand the command that was run, let us take a look at
the results.

As you can see, the Harvester was effective in locating at least two e-mail
addresses that could be of value to us. Please note, the e-mail addresses in the
screenshot have been circled and obfuscated. The Harvester was also successful
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root@bt: /pentest/enumaeration/google/theharvester - Shall - Konsole

Session Edit View Bookmarks Settings Help

-b google

FIGURE 2.3
Output of the Harvester.

in finding at least two additional subdomains. Both “booksite.syngress.com”
and “ebook__www.syngress.com” need to be fully recon’d. We simply add these
new domains to our target list and begin the reconnaissance process again.

Step 1 of reconnaissance is very cyclical because in-depth reconnaissance often
leads to the discovery of new targets, which, in turn, leads to additional recon-
naissance. As a result, the amount of time to complete this phase will vary
from several hours to several weeks. Remember, a determined malicious hacker
understands not only the power of good reconnaissance but also that of a
nearly limitless amount of time. As an aspiring penetration tester, you should
devote as much time as possible to practicing and conducting information
gathering.

WHOIS

A very simple but effective means for collecting additional information about
our target is Whois. The Whois service allows us to access specific information
about our target including the IP addresses or host names of the company's
Domain Name Systems (DNS) servers and contact information usually con-
taining an address and phone number.

Whois is built into the Linux operating system. The simplest way to use this
service is to open a terminal and enter the following command:

whois target_domain



root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

i~# whols syngre
Whois Server Version
the . and .net dom s can now be registered
nt competing registr . Go to http .internic.
for detailed information.
Domain Name: SYNGRESS.COM
Regist SAFEN S LTD
Whois Se : whois. enames.net

Referral URL: www . safenames .net

.DREAMHOST.COM
.DREAMHOST.COM

sep
Expiration Date: 09-sep-2015

Last update of whois database: Sun, 14 Nov 2010 19:20:36 UTC <=<<

FIGURE 2.4
Partial Output from a Whois Query.
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DOMAIN-BASED RESEARCH SERVICES

Whois domain name lookup, available domain names, domain keyword search, deleted domains: Login | Register

Whols domain name lookup, avallable domain names, domalin Explanation of Tool:
keyword search, deleted domains:

——.  Lookup registration data for

WHOIS Lookup Gwngress | (wom 8] (Got) o
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((Go! ) Find available domains.

Domain Lookup com %)

FIGURE 2.5
Whois.net—A Web-Based Lookup Tool.

For example, to find out information about Syngress, we would issue the fol-
lowing command: “whois syngress.com.” Figure 2.4 shows a partial output
from the result of this tool.

It is important to record all the information and pay special attention to the
DNS servers. If the DNS servers are listed by name only, as shown in Figure
2.4, we will use the Host command to translate those names into IP addresses.
We will discuss the host command in the next section. You can also use a web
browser to search Whois. By navigating to http://www.whois.net, you can
search for your target in the “WHOIS Lookup” box as shown in Figure 2.5.

Again it is important to closely review the information you are presented with.
Sometimes, the output will not provide many details. We can often access
these additional details by querying the specific whois server listed in the out-
put of our original search. Figure 2.6 shows an example of this.
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WHOIS information for syngress.com :

[Querying whois.verisign-grs.com)
{whois.verisign-grs.com)

Whois Server Version 2.0

Domain names in the .com and .net domains can now be registered
with many different competing registrars. Go to http://www.internic.net
for detailed information.

Domain Name: SYNGRESS.COM

Regi

Whois Server: whois.safenames.net

Referral URL: http://www.safenames.ne
At R

Name Server: NS2.DREAMHOST.COM
Name Server: NS3.DREAMHOST.COM

Status: ok

Updated Date: 23-sep-2009
Creation pate: 10-sep-1997
Expiration Date: 09-sep-2015

FIGURE 2.6

Whois Output Showing Where to Go for Additional Details.

We can conduct a further whois search by following the link provided in the
“Referral URL:” field. You may have to search the webpage for a link to their
Whois service. By using Safename’s whois service, we can extract a significantly
larger amount of information as shown here:

The Registry database contains ONLY .COM, .NET, .EDU domains and
Registrars.[whois.safenames.net]
Safenames Whois Server Version 2.0

Domain Name: SYNGRESS.COM

[REGISTRANT]
Organisation Name:
Contact Name:
Address Line 1:
Address Line 2:
City/Town:
State/Province:
/ip/Postcode:
Country:
Telephone:

Fax:
Email:

[ADMIN]
Organisation Name:
Contact Name:
Address Line 1:
Address Line 2:
City/Town:
State/Province:
Zip/Postcode:
Country:
Telephone:

Fax:
Email:

Elsevier Ltd

Domain Manager

The Boulevard

Langford Lane, Kidlington
Oxfordshire

0X5 1GB

UK

+44 (18658) 43830

+44 (18658) 53333
domainsupport@elsevier.com

Safenames Ltd
International Domain Administrator
PO Box 5085

MiTton Keynes MLO

Bucks

MK6 3ZE

UK

+44 (19082) 00022

+44 (19083) 25192
hostmaster@safenames.net
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Organisation Name: International Domain Tech

Contact Name: International Domain Tech

Address Line 1: PO Box 5085

Address Line 2:

City/Town: MiTton Keynes MLO

State/Province: Bucks

/ip/Postcode: MK6 3ZE

Country: UK

Telephone: +44 (19082) 00022

Fax: +44 (19083) 25192

Email: tec@safenames.net
NETCRAFT

Another great source of information is Netcraft. You can visit their site at
http://news.netcraft.com. Start by searching for your target in the “What's that
site Running?” textbox as shown in Figure 2.7.

Netcraft will return any websites it is aware of that contain your search words.
In our example we are presented with three sites: syngress.com, www.syngress.
com, and booksite.syngress.com. If any of these sites have escaped our previous
searches, it is important to add them to our potential target list. The returned
results page will allow us to click on a “Site Report.” Viewing the site report
should provide us with some valuable information as shown in Figure 2.8.

As you can see, the site report provides us with some great information about
our target including the IP address and OS of the web server as well as the DNS
server. Once again all this information should be cataloged and recorded.

HOST

Oftentimes, our reconnaissance efforts will result in host names rather than IP
addresses. When this occurs, we can use the “host” tool to perform a transla-
tion for us. The host tool is built into Backtrack. We can access it by opening a
terminal and typing:

root@bt~#f host target_hostname

fnoe

(< [>-) (W nevs ooy

M 2% p2L YFF B3 DSU-OWA 585

_[ETCRAFT

What's that site running?
syngress

FIGURE 2.7
Netcraft Search Option.



Site report for syngress.com

Site http://syngress.com Last reboot unknown 3 uptime graph

Domain syngress.com Netblock New Dream Network, LLC
owner

IP address 69.163.177.2 Site rank 20511

Country Eus Nameserver nsl.dreamhost.com

Date first March 2000 DNS admin  hostmaster@dreamhost.com

seen

Domain £nom.com Reverse DNS ps14872.dreamhost.com

Registrar

Organisation Syngress Publishing Nameserver  unknown
Organisation

Check Netcraft Site  + =)

another site: Report [More Netcraft Gadgets)
Gadget

Hosting History

Netblock Owner 1P address os Web Server Ehst
changed
New Dream Network, LLC 417 Associated Rd. PMB 257 Brea CA 69.163.177.2  Linux Apache 13-Sep-
US 92821 2010
New Dream Network, LLC 417 Associated Rd. PMB 257 Brea CA 69.163.177.2  Linux Apache 24-Feb-
Us 92821 2010
New Dream Network, LLC 417 Associated Rd. PMB 257 Brea CA 69.163.177.2 Linux Apache 23-Feb-
US 92821 2010

Site Report for Syngress.com.

Session Edit View Bookmarks Settings Help

nsl.drean 3.206.206

FIGURE 2.9
Host Command Output.

In our previous searches, we uncovered a DNS server with the host name “ns1.
dreamhost.com.” To translate this into an IP address, we would enter the fol-
lowing command in a terminal:

host nsl.dreamhost.com
Figure 2.9 shows the result of this tool.

The host command can also be used in reverse. It can be used to translate IP
addresses into host names. To perform this task, simply enter:

root@bt~# host IP address

7

Using the “-a” switch will provide you with verbose output and possibly reveal
additional information about your target. It is well worth your time to review
the “host” documentation and help files. You can do so by issuing the “man
host” command in a terminal window. This help file will allow you to become
familiar with the various options that can be used to provide additional func-
tionality to the “host” tool.

EXTRACTING INFORMATION FROM DNS

DNS servers are an excellent target for hackers and penetration testers. They
usually contain information that is considered highly valuable to attackers.
DNS is a core component of both our local networks and the Internet. Among



other things, DNS is responsible for the process of translating domain names
to IP addresses. As humans, it is much easier for us to remember “google.com”
rather than http://74.125.95.105. However, machines prefer the reverse. DNS
serves as the middle man to perform this translation process.

As penetration testers, it is important to focus on the DNS servers that belong
to our target. The reason is simple. In order for DNS to function properly, it
needs to be aware of both the IP address and the corresponding domain
name of each computer on its network. In terms of reconnaissance, gaining
full access to a company’s DNS server is like finding a pot of gold at the end
of a rainbow. Or maybe, more accurately, it is like finding a blueprint to the
organization. But in this case the blueprint contains a full listing of internal
IP addresses that belong to our target. Remember one of the key elements of
information gathering is to collect IP addresses that belong to the target.

Aside from the pot of gold, another reason why picking on DNS is so enjoy-
able is that in many cases these servers tend to operate on the “if it isn't broke,
don’t touch it” principle.

Inexperienced network administrators often regard their DNS servers with sus-
picion and mistrust. Oftentimes, they choose to ignore the box completely
because they do not fully understand it. As a result touching, patching, updat-
ing, or changing configurations on the DNS server is often a low priority. Add
this to the fact that most DNS servers appear to be very stable (as long as the
administrator is not monkeying with it) and you have a recipe for a security
disaster. These admins wrongly learn early in their career that the less they
mess with their DNS servers, the less trouble it seemed to cause them.

As a penetration tester, given the number of misconfigured and unpatched
DNS servers that abound today, it is natural to assume that many current net-
work admins operate under this same principle.

If the above statements are true in even a small number of organizations, we
are left with valuable targets that have a high probability of being unpatched
or out of date. So the next logical question becomes, how do we access this
virtual pot of gold? Before we can begin the process of examining a DNS server,
we need an IP address. Earlier in our reconnaissance, we came across several
references to DNS. Some of these references were by host names, whereas oth-
ers were by IP addresses. Using the host command, we can translate any host
names into IP addresses and add these IPs to the potential target list. Again,
you must be sure to double- and triple-check that the IP you collect is within
your authorized scope before continuing.

Now that we have a list of DNS IP addresses that belong to or serve our tar-
get we can begin the process of interrogating DNS to extract information.
Although it is becoming more rare to find, one of our first tasks when interact-
ing with a target DNS is to attempt a zone transfer.

Remember DNS servers contain a series of records that match up the IP address
and host name for all the devices that the servers are aware of. Many networks
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deploy multiple DNS servers for the sake of redundancy or load balancing. As
a result, DNS servers need a way to share information. This “sharing” process
occurs through the use of a zone transfer. During a zone transfer, also com-
monly referred to as AXFR, one DNS server will send all the host-to-IP map-
pings it contains to another DNS server. This process allows multiple DNS
servers to stay in sync.

Even if we are unsuccessful in performing a zone transfer, we should still spend
time investigating any DNS servers that fall within our authorized scope.

NS Lookup

The first tool we will use to examine DSN is NS Lookup. NS Lookup is a tool
that can be used to query DNS servers and potentially obtain records about
the various hosts of which it is aware. NS Lookup is built into many versions
of Linux including Backtrack and is even available via the Windows command
prompt! NS Lookup operates very similarly between the various operating sys-
tems; however, you should always review the specifics for your particular sys-
tem. You can do so in Linux by reviewing the NS Lookup man pages. This is
accomplished by opening a terminal and typing:

root@bt~# man nslookup

NS Lookup is a tool that can be run in interactive mode. This simply means we
will first invoke the program and then feed it the particular switches we need
to make it function properly. We begin using NS Lookup by opening a termi-
nal and entering:

root@bt~# nslookup

By issuing the “nslookup” command, we start the NS Lookup tool from the
operating system. After typing “nslookup” and hitting enter, your usual “#”
prompt will be replaced with a “>” prompt. At this point you can enter the
additional information required for NS Lookup to function.

We begin feeding commands to NS Lookup by entering the “server” keyword
and an IP address of the DNS server you want to query. An example follows:

server 8.8.8.8

NS Lookup will simply accept the command and present you with another “>”
prompt. Next, we specify the type of record we are looking for. During the recon-
naissance process, there are many types of records that you may be interested in.
For a complete listing of the various DNS record types and their description, you
can use your newly acquired Google skills! If you are looking for general infor-
mation, you should set the type to any by using the keyword “any”:

set type =any

If you are looking for specific information from the DNS server such as the IP
address of the mail server that handles e-mail for the target organization, we
would use the “set type 5 mx”.
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FIGURE 2.10
Using Host and NS Lookup to Determine the E-mail Server of Our Target.

We wrap up our initial DNS interrogation with NS Lookup by entering the tar-
get domain after the next “>” prompt.

Suppose you wanted to know what mail server is used to handle the e-mail for
Syngress. In a previous example, we determined that one of Syngress’s name
servers was “nsl.dreamhost.com”. Here again we can use the host tool to
quickly determine what IP address is associated with ns1.dreamhost.com. With
this information in hand, we can use NS Lookup to query DNS and find mail
server for Syngress. Figure 2.10 shows an example of this process; the name of
the e-mail server has been highlighted (in the bottom right of the screenshot)
and now needs to be added to our potential target list.

Dig
Another great tool for extracting information from DNS is “dig.” To work with
dig, we simply open a terminal and enter the following command:

dig @target_ip

Naturally, you will need to replace the “target_ip” with the actual IP
address of your target. Among other things, dig makes it very simple to
attempt a zone transfer. Recall that a zone transfer is used to pull multiple
records from a DNS server. In some cases, a zone transfer can result in the tar-
get DNS server sending all the records it contains. This is especially valuable if
your target does not distinguish between internal and external IPs when con-
ducting a zone transfer. We can attempt a zone transfer with dig by using the
“-t AXFR” switch.

If we wanted to attempt a zone transfer against a fictitious DNS server with an
IP address of 192.168.1.23 and a domain name of “example.com” we would
issue the following command in a terminal window:

dig @192.168.1.23 example.com -t AXFR
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If zone transfers are allowed and not restricted, you will be presented with a
listing of host and IP addresses from the target DNS server that relate to your
target domain.

Backtrack has many additional tools that can be used to interact with DNS.
These tools should be explored and utilized once you have a solid understand-
ing of how DNS works. Please see the end of this chapter for a brief discussion
of some additional tools you may want to use when conducting a penetration
test involving DNS.

EXTRACTING INFORMATION FROM E-MAIL SERVERS

E-mail servers can provide a wealth of information for hackers and penetration
testers. In many ways, e-mail is like a revolving door to your target’s organiza-
tion. Assuming your target is hosting their own e-mail server, this is often a
great place to attack. It is important to remember, “You can’t block what you
must let in.” In other words, for e-mail to function properly, external traffic
must pass through your border devices like routers and firewalls, to an internal
machine, typically somewhere inside your protected networks.

As a result of this, we can often gather significant pieces of information by
interacting directly with the e-mail sever. One of the first things to do when
attempting to recon an e-mail server is to send an e-mail to the organization
with an empty .bat file or a nonmalicious .exe file like calc.exe. In this case, the
goal is to send a message to the target e-mail server inside the organization in
the hope of having the e-mail server inspect, and then reject the message.

Once the rejected message is returned back to us, we can attempt to extract
information about the target e-mail server. In many cases, the body of the
message will include a precanned write-up explaining that the server does
not accept e-mails with potentially dangerous extensions. This message often
indicates the specific vendor and version of antivirus that was used to scan the
e-mail. As an attacker this is a great piece of information to have.

Having a return message from a target e-mail server also allows us to inspect
the headers of the e-mail. Inspecting the Internet headers will often allow us to
extract some basic information about the e-mail server, including IP addresses
and the specific software versions or brand of e-mail server running. Knowing
the IP address and software versions can be incredibly useful when we move
into the exploitation phase (step 3).

MEeTaGooFIL

Another excellent information gathering tools is “MetaGooFil.” MetaGooFil is
a metadata extraction tool that is written by the same folks who brought us
the Harvester. Metadata is often defined as data about data. When you create a
document like Microsoft Word or a PowerPoint presentation, additional data
is created and stored within your file. This data often includes various pieces of
information that describe the document including the file name, the file size,



the file owner or username of the person who created the file, and the location
or path where the file was saved. This process occurs automatically without any
user input or interaction.

The ability of an attacker to read this information may present some unique
insights into the target organization including usernames, system names, files
shares, and other goodies. MetaGooFil is a tool that scours the Internet look-
ing for documents that belong to your target. After finding these documents,
MetaGooFil downloads them and attempts to extract useful metadata.

MetaGooFil is built into Backtrack and can be found by navigating to the
Information Gathering section off of the Backtrack option in the All Programs
menu. Likewise, you can open a terminal window and enter the following
command:

cd /pentest/enumeration/google/metagoofil

After navigating to the MetaGooFil directory, it is a good idea to create a
“files” folder. The purpose of this folder is to hold all the target files that will
be downloaded; this keeps the original directory clean. You can create a new
folder by entering:

mkdir files

With this directory setup, you can run MetaGooFil by issuing the following
command:

./metagoofil.py -d syngress.com -f all -o results -t files

Let us examine the details of this command. “./metagoofil.py” is used to
invoke the MetaGooFil python script. Do not forget to put the “./” in front
of the command. The “-d” switch is used to specify the target domain to be
searched. The “-f” switch is used to specify which type or types of files you want
MetaGooFil to attempt to locate. Utilizing the “all” switch will force MetaGooFil
to locate and download all the different format types that it can process includ-
ing ppt, pdf, xls, odp, docx and others. You can also specify individual file types
to limit the returned results. We use the “-0” switch to specify the name of the
report that MetaGooFil will generate for us. Lastly we specify the folder where we
want to store each of the files that MetaGooFil locates and downloads. In an ear-
lier step we created a “files” directory; as a result, our command “-f files” will
save each of the discovered documents into this folder.

While the output from MetaGooFil against Syngress reveals nothing, below
you will find a sample of the tool’s output from a recent penetration test that
clearly provides additional value and should be included with our reconnais-
sance data.

C:\Documents and Settings\dennisI\My Documents\

This example is rich with information. First, it provides us with a valid net-
work username “dennisl.” Second, it clearly shows that Dennis uses a Windows
machine.
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SOCIAL ENGINEERING

No discussion of reconnaissance would be complete without including social
engineering. Many people would argue that social engineering is one of the
most simple and effective means for gathering information about a target.

Social engineering is the process of exploiting the “human” weakness that is
inherent in every organization. When utilizing social engineering, the attacker’s
goal is to get an employee to divulge some information that should be kept
confidential.

Let us assume you are conducting a penetration test on an organization.
During your early reconnaissance, you discover an e-mail address for one of
the company’s sales people. You understand that sales people are highly likely
to return product inquiry e-mails. As a result, you sent an e-mail from an anon-
ymous address feigning interest in a particular product. In reality, you did not
care about the product. The real purpose of sending the e-mail is to get a reply
from the sales person so you can review the e-mail headers contained in the
response. This process will allow you to gather additional information about
the company’s internal e-mail servers.

Let us take our social engineering example one step further. Suppose our sales-
man’s name is Ben Owned (we found this information during our reconnais-
sance of the company website and in the signature of his e-mail response).
Let us assume that in this example, when you sent the employee the product
inquiry e-mail, you received an automatic reply with the notification that Ben
Owned was “currently out of the office travelling overseas” and “would be
gone for two weeks with only limited e-mail access.”

A classic example of social engineering would be to impersonate Ben Owned
and call the target company’s tech support number asking for help resetting
your password because you are overseas and cannot access your webmail. If
you are lucky, the tech support people will believe your story and reset the
password. Assuming they use the same password, you now have access to Ben
Owned’s e-mail and other network resources like VPN for remote access, or
FTP for uploading sales figures and customer orders.

Social engineering, like reconnaissance in general, takes both time and prac-
tice. Not everyone makes a good social engineer. In order to be successful, you
must be supremely confident, knowledgeable of the situation, and flexible
enough to go “off script.” If you are conducting social engineering over the
phone, it can be extremely helpful to have detailed and well-written notes in
case you are asked about some obscure detail.

Another example of social engineering is to leave USB thumb drives or CDs at
the target organization. The thumb drives should be distributed to several loca-
tions in or near the organization. The parking lot, the lobby, the bathroom,
and an employee’s desk are all great “drop” locations. It is human nature for
most people to insert the thumb drive or CD into their PC just to see what is



on the drive. In this example though, the thumb drive or CD is preloaded with
a self-executing backdoor program that automatically launches when the drive
is inserted into the computer. The backdoor is capable of bypassing the com-
pany firewall and will dial home to the attacker’'s computer, leaving the target
exposed and giving the attacker a clear channel into the organization. We will
discuss the topic of backdoors in Chapter 6.

SIFTING THROUGH THE INTEL TO FIND ATTACKABLE
TARGETS

Once you have completed the steps above, you need to schedule some time
to closely review all the reconnaissance and information you have gathered.
In most cases, even light reconnaissance should produce a mountain of data.
Once the reconnaissance step is completed, you should have a solid under-
standing of your target including the organization, structure, and even technol-
ogies deployed inside the company.

While conducting the review process, it is a good idea to create a single list that
can be used as a central repository for recording IP addresses. You should also
keep separate lists that are dedicated to e-mail addresses, host names, and URLs.

Unfortunately, most of the data you collected will not be directly attackable.
During the process of reviewing your findings, be sure to transform any rele-
vant, non-IP-based information, into an IP address. Using Google and the host
command you should be able to extract additional IPs that relate to your tar-
get. Add these to the IP list.

After we have thoroughly reviewed the collected reconnaissance and trans-
formed the data into attackable targets, we should have a list of IPs that
either belong to, serve, or are related to the target. As always, it is important
to remember your authorized scope because not all the IPs we collect will be
within that range. As a result, the final step in reconnaissance is to review the
IP list you just created and either contact the company to determine if you can
increase the scope of the pen test or remove the IP address from your list.

At this point you will be left with a list of IP addresses that you are authorized
to attack. Do not discard or underestimate all the nonattackable information
you have gathered. In each of the remaining steps, we will be reviewing and
extracting information from step 1.

HOW DO | PRACTICE THIS STEP?

Now that you have a solid understanding of the basic tools and techniques
used to conduct reconnaissance, you will need to practice everything that was
covered. There are many ways to go about practicing this step. One simple and
effective idea is to make a list of companies by reading a newspaper. If you do
not have access to a newspaper, any popular news website will do, like www:.
cnn.com, www.msnbc.com, etc.
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While making a list of potential targets to conduct reconnaissance on, try to
focus on company names that you have not heard of before. Any good news-
paper or website should contain dozens of companies that you are unfamil-
iar with. One note of caution here, YOU MUST BE SURE NOT TO DO ANY
ACTIVE RECONNAISSANCE! Obviously, you have not been authorized in any
way to perform the active techniques we covered in this chapter. However, you
can still practice gathering information through the passive techniques we dis-
cussed. This will allow you to refine and sharpen your skills. It will also pro-
vide you with an opportunity to develop a system for cataloging, organizing,
and reviewing the data you collect. Remember, while this may be the “least”
technical phase, it has the potential for the best returns.

WHERE DO | GO FROM HERE?

Once you have practiced and mastered the basics of reconnaissance, you will
be armed with enough information and skill to tackle advanced topics in infor-
mation gathering. The following is a list of tools and techniques that will take
your information-gathering ability to the next level:

m  Search Engine Directives for Sites Other Than Google:

e Now that your Google-Fu is strong, you need to master this technique
using other search engines. Most modern search engines include direc-
tives or other ways to complete advanced searches. Remember you should
never rely on a single search engine to do all of your reconnaissance.
Searching for the same keywords in different search engines often returns
drastically different and surprisingly useful results.

m  Search Engine Assessment Tool (SEAT)

e SEAT is a great tool to use for quickly querying several different search
engines in a single pass. This tool automates much of the manual labor
required when performing reconnaissance across several different search
engines. SEAT is built into Backtrack and available from its creator at
www.midnightresearch.com. Their site even includes useful “how to”
videos for using SEAT.

®m  Johnny Long's Google Hacking Database (GHDB)

e This is a single repository for some of the most effective and feared
Google Hacks in existence today! It has already been mentioned and
should go without saying but DO NOT RUN THESE QUERIES AGAINST
UNAUTHORIZED TARGETS! You can find the GHDB at http://www.
hackersforcharity.org/ghdb. While you are there, take a minute to read
about Hackers for Charity and Johnny's efforts with the “food for work”
program.

m  Google Hacking for Penetration Testers, 2nd edition, Syngress
e Johnny's Google Hacking book is a must-read for all penetration testers.
m  Paterva’s Maltego CE

e Maltego is a very powerful tool that aggregates information from pub-
lic databases and provides shockingly accurate details about your tar-
get organization. These details can be technical in nature, such as the



location or IP address of your firewall, or they can be personal, such as
the physical location of your currently (travelling) salesman. Learning to
master Maltego takes a little effort but is well worth your time. A free
version is available in Backtrack.

SUMMARY

Information gathering is the first step in any penetration test or hack. Even
though this phase is less technical than most, its importance should not be
overlooked. The more information you are able to collect, the better your
chances of success in later phases of the penetration test. At first, the amount of
information that can be gathered on your target can seem a bit overwhelming,
but with a good documentation process, the proper use of tools, and further
practice you will soon master the art of reconnaissance.
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CHAPTER 3
Scanning

Maintaining

Access

Exploitation

Information in This Chapter:

m  Pings and Ping Sweeps
m  Port Scanning
m  Vulnerability Scanning

INTRODUCTION

Once step 1 has been completed, you should have a solid understanding of
our target and a detailed collection of gathered information. This data mainly
includes our collection of IP addresses. Recall that one of the final steps in
reconnaissance was to create a list of IP addresses that both belonged to the
target and that we were authorized to attack. This list is the key to transition-
ing from step 1 to step 2. In step 1, we mapped our gathered information to




attackable IP addresses. In step 2, we will map IP addresses to open ports and
services.

It is important to understand that it is the job of most networks to allow at
least some communication to flow into and out of their borders. Networks
that exist in complete isolation with no Internet connection, no services like
e-mail or web traffic, are very rare today. Each service, connection, or potential
connection to another network provides a potential foothold for an attacker.
Scanning is the process of identifying live systems and the services that exist on
those systems.

Step 2 begins by breaking the scanning process into three distinct phases:

2.1 Determining if a system is alive
2.2 Port scanning the system
2.3 Scanning the system for vulnerabilities

Later in this chapter we will discuss tools that combine these phases into a sin-
gle process; however, for the purpose of introducing and learning new mate-
rial, it is best to cover them separately.

Step 2.1 is the process of determining whether a target system is turned on and
capable of communicating or interacting with our machine. This step is the
least reliable and we should always continue with steps 2.2 and 2.3 regardless
of the outcome of this test. Regardless, it is still important to conduct this step
and make note of any machines that respond as alive.

Step 2.2 is the process of identifying the specific ports and services running a
particular host.

Simply defined, ports provide a way or location for software and networks to
communicate with hardware like a computer. A port is a data connection that
allows a computer to exchange information with other computers, software, or
devices. Prior to the interconnection of computers and networks, information
was passed between machines through the use of physical media like floppy
drives. Once computers were connected to a network, they needed an efficient
means for communicating with each other. Ports were the answer. The use of
multiple ports allows for simultaneous communication without the need
to wait.

To further clarify this point for those of you who are unfamiliar with ports and
computers, it may be helpful to consider the following analogy: Think of your
computer as a house. There are many different ways that a person can enter the
house. Each of the different ways to enter your house (computer) is like a com-
puter port. Just like a port on a computer, all the entryways allow traffic to flow
into and out of your home.

Imagine a house with unique numbers over each of the potential entry points.
Most people will use the front door. However, the owners may come in
through the garage door. Sometimes, people enter the house from a backdoor






